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1. Obwme cBepgeHun

CepBep AocTyna sBnseTcs oTAeNbHbIM MoaysieM cepBepa cucteMbl QUIK, obcnyxmneatowmm
onpeaeneHHyo rpynny noAKAlUYeHHbIX nofb3oBaTtenen. OH npegHasHadeH AAs CoKpalleHus
ceTeBOro Tpaduka Mmexay cepeepoM 6poKepCcKon CUCTEMbI U FPYNMNON Nosib30oBaTesien NHTEPHET-
TpernauHra, a Takxe Ans CHMUXEHUS Harpy3km Ha OCHOBHOW cepBep cucTembl QUIK.

CepBep AoCcTyna pekoMeHAYyeTCs AN UCNob30BaHMs 6pokepam n cybbpokepaM, MMEKLWMM YUCTO
OAHOBPEMEHHbIX NOAKIOUYEHUNN KINMEHTCKNX TepMuHanoB 6onee 300. OCHOBHOE HasHayeHune
CepBepa gocrtyna — MyabTUMIIMKATOP U CHMXXeHUe Harpy3kmn Ha cepeep QUIK.
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2. C cepBepoM gocTyna CyMMapHbIi TpapuK HEHAMHOIO MPEBbIWAET BENYMHY 419 O4HOro
TEPMUHaNa.
1.1 NMpuHumn aBTOpM3aumm nonb3oBartens 6e3 Cepsepa
AocTyna

Ons yctaHoBNeHNs ABYXCTOPOHHEN 3aCeKpPeYeHHON CBA3W C MOMOLLbIO OTKPbLITOrO M 3aKpbiTOro
K/tova TpebyeTtcsa aa Habopa kntoyen (noa oAHMM HAabopoM NMoHMMaeTcs nybnmyHasa M cekpeTHas
4acTU O4HOrO KJo4a).

Y Kax/[10M CTOPOHbI €CTb Ny6AMUYHas 4YacTb Ko4a ApYyroi cTopoHbl. My6nndHas 4yacTb Ko4da
npeaHasHavyeHa ans wndpoBaHUs AaHHbIX.

CropoHa 1 CropoHa 2
secl publ
pub2 sec2

PacwmndpoBaTb 3T AaHHbIE MOXHO TO/IbKO CEKPETHOM YacTbio KJtoYa, KOTOpas HaxoAUTCS Ha ApYyron
cTopoHe. TakmMm obpa3oM, 4Tobbl CTOpoHa 1 cMorsa NpuHATb 3awndpoBaHHbIE AaHHbIE OT
CTopoHbI 2, He06x0aAMMO, YTO6bI 3TN AaHHbIE 6blNM 3aWwmMdpoBaHbl NY6NMUYHOMK YacTbio 1 Ko4a,
CeKpeTHasl YaCTb KOTOPOro HaxoaMTcs Tosbko Yy CTOpOHbI 1.

1.2 NMpuHUMN aBTOpM3aL MU NOJsib30BaTesifa Yepes
CepBep gocrtyna

CropoHa 1 CropoHa 2 CropoHa 3 CropoHa 4
f 3
secl 1 r pubi pub4 \ { sec4
- -
KoHeuHbl i
OCHOBHOM CepBep nonksosatenb
cepBep AocTyna
ub2 sec2 sec3 ub3
. i )< < P )

B pabote cBaskn «OcHOBHOW cepBep — CepBep AocTyna — KoHeYHbIN N0Nb30BaTENb» YYaCTBYIOT
yeTbipe Habopa KK4en:

Ha6op knrouen Ha3HaueHue

Knto4y ocHOBHOIo cepsepa Knto4y 0CHOBHOIO cepBepa ANs NOAKNOUYEHUS KIIMEHTOB.

(secl, publ) CekpeTHas 4acTb 3TOro K/ko4Ya XpaHUTCS Ha cepBepe.
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My6nuMyHasa YacTb pa3gaeTcs BCEM MOMb30BaTeNAM, KOTOpble
6yayT 3aX0AWUTb Ha OCHOBHOW CepBep, B TOM YUC/IE U
CepBepy gocTtyna

Kntou CepBepa AocTyna AN OCHOBHOIO
cepBepa
(sec2, pub2)

Kntou CepBepa gocTyna Ans coeaMHeHUst C OCHOBHbIM
cepBepoM. MNybanMuyHasa 4acTb 3TOro K/ova perncTtpupyercs
Ha OCHOBHOM cepBepe

Kntoy CepBepa AocTyna Ans KIMEHTOB
(sec3, pub3)

Kniou CepBepa goctyna As4 nNoAK/JOYEHUS KIMeHTOB. BMecTo
3TOro KJtoya MOXEeT UCNONb30BaTbCs Koy OCHOBHOIO
cepBepa

Kntou KnmneHTa
(sec4, pub4)

My6nunyHas yacTtb kno4a (pub4) xpaHUTCS Ha OCHOBHOM
cepBepe. KnueHTbl, nogknoyatwowmecs k Cepepy AocTyna,
aBTOPU3YHOTCS Ha OCHOBHOM cepBepe HapaBHe ¢ CepBepoM
Aoctyna

Kniou CepBepa focTyna AN OCHOBHOIO cepBepa MNCMNOoJb3yeTcs TOT Xe, UTO U Npu
noAKA4YEHNN 06bIYHOIro KnmeHTckoro TepMmnHana QUIK k cepsepy QUIK. My6anyHyo yacTb 3TOro
Ktoya HeobxoanmMo 3apeructpupoBaTtb B nporpamMmme QUIK Administrator ans nonb3oBatens, nog
nMeHeM KoToporo byaet 3axoautb CepBep A0OCTyna Ha OCHOBHOW cepBep. B nporpamme QUIK
Administrator B cnpaBouHuke «lonb3oBaTen» B OKHE peAaKTUpPOBaHMSA Ha Bkagke «O6uwume
npasa» HeobXxoaMMO yCTaHOBUTb Npu3Hak «CepBep AocTyna».

B nporpamme QUIK Administrator B cnpaBo4yHuke «YnpaBneHue cepeepamm» (MeHio CepBep
QUIK/YnpaBneHue cepsepaMm) Heobxoanmo fobaBuUTb Nonb3oBaTens, noa MMEHEM KOTOPOro
npoucxoauTt noakntyeHne Cepeepa goctyna (Heob6xoaMMo AN5 NOAKAIYEHNS NPOrpamMmMmbl

QMonitor k cepBepy goctyna).

2. NMoarotoBka K yctaHoBke CepBepa

aocTtyna

Mpu dopMmmpoBaHuM knouen nporpammont «KeyGen.exe» MX HaMMEHOBaHUS AO/KHbI 6bITb

YHUKaNbHbI.

MNpuMep HEKOPPEKTHBIX KYeN:

Vmsa kioua <Koou CepBepa OOCTyIa IOJis OCHOBHOTO cepBepa>= «SubServer»

Vmsa kiioda <Kmou CepBepa mocTyna IOjisg KIMEHTOB>= «Sub»

Owwnbka B AAHHOM NpUMepe 3aK/YaeTcsl B TOM, YTO HAMMEHOBaHUSA 060MX Kto4Yel coaepxaT
cnoBo «Sub». Ecnu y KIMEHTOB B HAacTpoikax coeanHeHus B nosne «Knoy cepBepa» HanmcaHo
«Sub», cMCTEMa HE CMOXET OnpeAennTb, Ha KakoW K/TtoY CCbITAaeTCcs 3TO COeANHEHME.
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[AocTynHa cxeMa noakKouYeHUs knmeHToB K CepBepy aocTtyna depes OpenSSL.
MoppobHee cM. B n. 4.

Knrou CepBepa gocrtyna ana kaveHTa = Knwo4y ocCHOBHOro cepsepa. Ecnn Heobxoanmo
obecneunTb BO3MOXHOCTb KJIMEHTAM MoAKouaTbcss Ha CepBep A0CTYyNa C TeM Xe NMy6nnUYHbIM
KJ1I04OM, YTO U Ha OCHOBHOW cepBep, TO Nepes yCTaHOBKOM nporpaMmbl «CepBep AoCTyna»
HeobxoAMMO:

1. lMpoBepuTb Hannuue cneayowmx aiinoB B KOPHEBOW Nanke OCHOBHOIO CepBepa:

secrserv.txk — dalin, KoTopblii COAEPKNT CEKPETHYIO YacCTb K/H0Ya OCHOBHOMO
cepBepa M Naposib K 3TOMY KJIouy.

quik.ini - dain, koTopbih cogepxuTt naponb (cekumsa [usend_module]/none
«password»).

2. Co3gaTtb Knrou CepBepa goctyna Asis OCHOBHOIoO cepBepa C nomoLllbto MNMporpammel ans
co3aaHusa un ynpasneHus kntodamm (KeyGen).

B cdaitnie ny61MUHbIX KJIIOUEN KJIMEHTA, AO/IKEH coAep)XaTbCA TOT e Knrou
OCHOBHOIO cepBepa, YTo U B (paisie ny6nnuHbIX Ktouein «CepBepa aocTtyna.

Cxema paboTbl:

KnueHt

OcHOBHOMW cepBep

secrserv.txk
Kniou ocHoBHOro cepeepa

ba3a gaHHbIX
3aperucTpmpoBaHHbIX

Cepeep gocryna

. » Ppubring.txk
Knioy ocHoBHOro cepeepa

pubring.txk
Kntoy ocHoBHOro cepeepa

secring.txk
Kniow ocHoBHOro cepeepa
Kniou Cepeepa goctyna

secring.txk
Knwoy knueHTa

Ny6AHUYHBIX KNOYeH
nonb3oBarenen
Kniou Cepeepa goctyna
ANA OCHOBHOrO cepsepa
Knwo4 knueHTa

A

LA OCHOBHOTO cepeepa

2.1 PexoMeHaauum no noarortoske nnartgpopmobl

Ha komnbtoTepax ¢ cepsepHbiM M0 QUIK He pekoMeHAyeTCs UCnonb3oBaHue ntoboro CUCTEMHOro
MO, KoTOpOe B pexmnMme peasibHOro BpEMEHU UM C HEKOTOPON NEPUOANYHOCTBIO aHaNn3npyeT
JaHHble Ha AUCKe, faHHble, nepefaBaeMble No ceTn, u npodee. K Takomy NO MOXHO OTHECTH,

NHCTpYyKUMS No ycTaHOBKe 7
CepBepa pgoctyna



HanpuMmep, aHTMBUPYCbl. Ero paboTta MoXeT Bbi3BaTb 3aMeTHble NpobnemMbl
C nponsBoanTenbHOCTbIO cuctemMbl QUIK.

3. YcTaHOBKa U HacTpouka CepBepa
AOCTYyna

3.1 YcraHoBka CepBepa gocrtyna Ha OC Windows

1. CkonupynTe CeKpeTHYH0 4YacTb KJltoua OCHOBHOIo cepBepa (06blyHO 3TO dhann secrserv.txk
B nanke ocHoBHoro cepeepa QUIK) B dann secrserv.txk B nanke CepBepa gocryna
(Heob6x0aAMMO CKOMMPOBATb MOMHOCTbIO alia UNN TEKCT KJto4Ya TEKCTOBbIM peAaKTOpoM).

2. C nomouibto MporpaMmbl Ans co3gaHns U ynpasneHus knodamu (KeyGen) creHepupyiite
HOBbIW K/OY AN TEXHONOrMYeckoro nosib3osaTtensa Cepeepa AocTyna.

3. 3aperucTtpupymnTe TexHoaorm4eckoro nosbsosartensa Cepeepa gocryna B nporpamme QUIK
Administrator:

BHecuTe nonb3oBaTensa B CNpaBoyYHUK «[losb3oBaTenn»;

Ha Bknagke «O6wme npaBa» BkAounTe Gnaxok «CepBep AoCTyna»;

lMpuceBonTe eMy CO34aHHbIe KAK4YKM A4OCTyna.

MoapobHee cM. PykoBoacTBO No agMuHuctpuposaHmto QUIK Administrator n. 2.3.2.

4. W3 danna secring.txk ¢ HoBbIM kNto4voM gobasbTe B ann secrserv.txk cekpeTHyto 4YacTb

K/toUa TexHosornyeckoro nonb3osaTtens Cepsepa goctyna. Ha Cepsepe agoctyna B
secrserv.txk gonxHo 6bITb ABe cekunmn: «oT CepBepa AOCTyna» U «OT OCHOBHOIO cepBepa».

5. CkonupymnTe pubring.txk HoBoro knto4da B nanky Cepsepa goctyna. Yéeaurtechb, 4to
B pubring.txk ectb 06e cekumn: «otT CepBepa AOCTyMNa» U «OT OCHOBHOIO CepBepa.

6. lMpoBepbTe, UTO B hanne qrypto.cfg CepBepa A0CTyna yKasaHbl cneaytowme napameTpbl:

SECRING=secrserv.txk
PUBRING=quik.dwq

[auth]
look=grypto.cfg,db look
look=qgrypto.cfg, locke look

[db_look]
do=_ QXKey
use=dwgx.dll
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[locke look]
do= QXKeyTX
use=dwgx.dll
locke=pubring.txk

7. CoxpaHute ny6nunuHyto 4yacTb katoda Cepsepa gocTyna Ans nepenayn knmeHtam (ny6anuHas
yacTb KJtoYa UCMoNb3yeTca ANA NoAKAtoYeHUs KnmeHToB K CepBepy AocTyna).

8. Hactponte dann quik.ini Cepsepa gocrtyna.

B cekumu [system] 3apannte HaMMeHOBaHME CyXObl:

[system]
service=QuikDwellSubServer

service-desc=QUIK dwell sub server #1

B cekumn [ctl_module] ykaxute nopT ansa nogkntodeHuns MNporpamMmmbl QMonitor
k CepBepy A0CTyna, HaMMeHOBaHMe KJlo4a OCHOBHOIO CepBepa M naposb 3TOro
K/tova. 3HaYeHns «name» n «password» MOXHO CKonmpoBaTtb 13 danna quik.ini
OCHOBHOrO cepBepa.

[ctl module]
module=dwwgctl.dll
port=15121
name=pbroker

password=

B cekumm [usend_module] ykaxute CUCTEMHOE MMS, NOPT A1 NOAK/TIOYEHUS
nonb3oBaTenen k Cepsepy A0CTyNna, HAMMEHOBaHUE KJIK04a OCHOBHOIO cepBepa

W Naposib 3TOro K/t4ya. 3HadYeHMss «kname» 1 «password» MOXXHO CKONUpoBaThb U3
danna quik.ini ocHoBHOro cepsepa.

[usend module]

module=dwsend.dll

sysname=lMHdopMalMOHHO-TOproBas cucrteMa QUIK "broker"
name=broker

password=

port=15101
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I B none «name» yka3blBaeTCA HaMMeHOBaHUe KJ1lo4a OCHOBHOIro cepsepa.

B cekumun [dwell_module] ykaxuTte IP-agpec n nopt ans noakntoveHmnsa Cepsepa
[OCTyna K ocCHoBHOMY cepBepy QUIK, HanMeHOBaHME M Naposib HOBOMO Kiko4va Ans
noAaktoYeHns nonb3oBaTenen. B napametpe «auth_name» 3agaiTte HauMeHoBaHue
KJIl04a OCHOBHOrO CepBepa.

[dwell module]
module=dtwcli.dll
address=192.168.1.1
port=15100

auth name=broker
name=brokerSD

password=

9. YcrtaHoBute cnyxby CepBepa A0OCTyna, UCMOb3ys KOMaHAy:

quik.exe -install

10.HacTponTe pacnmcaHue exeaHEBHOro 3anycka u octaHoBkn Cepeepa goctyna. Ob6biuHO
pacnucaHue coBnafaeT C pacnncaHMeM OCHOBHOIO cepBepa.

11.3apernctpmpynte Ha ocHOBHOM cepBepe QUIK (c nomowbto nporpammbl QUIK Administrator)
TexHonorn4yeckoro nonb3osatens Cepsepa goctyna. [a1s 3Toro nonb3oBaTesns B OKHe
pefakTMpoBaHMs Ha Bknaake «Ob6wme npaBa» ycrtaHoBuTe dnaxkok «CepBep AOoCTyna»,
a Ha Bknagke «[paBa no knaccam» BbibepuTe WabnoH NpaB «MeHeaXKep» Mo BCeM
HeobxoAMMbIM KaccaM.

12.3anyctute CepBep AOCTyna n npoBepbTe noakntoveHmne Pabounm mectom QUIK.

3.2 YctaHoBka CepBepa gocrtyna Ha OC Linux

Monb3oBaTtenu ana pa6boTtbl ¢ cepBucamm nop Linux
Onsa paboTbl U yrnpaBneHUs CeEpBMCOM MPUMEHSIOTCA CAeaylolne nosib3oBaTenu:

AaMUHUCTpaTOp NAaTthopMbl:

Onsa 0603HavyeHns 3TOro Nosb3oBaTeNs UCNOJb3yeTcs MM root. 3To Nonb30BaTeNb, KOTOPbLIN
3HaeT naposb root nnbo pnobasneH B rpynny root, 160 nMeeT AOCTYN K LLUMPOKOMY Kpyry
KOMaHA Ha BbIMNOSIHEHUE OT UMeHU root Yepes yTunuTty sudo.
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Monb3oBaTento AOCTYNHa yCTaHOBKA U yaaneHne, a TakXXe aAMMHUCTPUpPOBaHUe cepBuca:
obHoBMEHNE, 3anyCK U OCTaHOBKa.

Monb3oBaTeNb, OT MMEHN KOTOPOro paboTaeT cepBuUC:

[ns 0603HauYeHns 3TOro nosib30BaTeNs UCMNoJIb3yeTcs UMsa arqasrv. [pu ycTaHOBKe cepBuca
Mo YMOMYaHUIO CO3Z4aeTcsl NoJib30BaTe/lb UMEHHO C TaKUM UMEHEM.

Monb3oBaTesnio TakXKe AO0CTYNHO aAMUHUCTPUpPOBaHME cepBuca: 06HOBMIEHWNE, 3aMYyCK U
OCTaHOBKa — NPUMEHSETCS, €C/IM BbIMO/HEHWUE aAMUHUCTPMPOBAHNS NMOMb30BaTENEM root
HEeAOoCTYMHO.

Takum o06pa3oM, cepBuc Bceraa paboTaeT oT MMEHWN NOJIb30BATENSA arqasrv. YCTaHOBKa U yaaneHue
CepBMCa MOXET NPOU3BOAUTLCA TOMILKO Mosib3oBaTeneM root. AAIMUHUCTPUPOBAHNE CEPBUCA MOXET
NpPOU3BOAMTLCA MOJIb30BATENSAMU OOt UKW arqasrv.

MopsAAOK YCTAaHOBKM
YcTaHOBKa cepBuca NpoM3BOAMUTCS MOSb30BaTENEM root, BbI30BOM run-caiina.

Mo yMonyaHuMio BCeE CEPBUCHI YCTAaHAB/IMBAKOTCS B AMPEKTOPUIO /opt/arqgasrv n BbINOMHSOTCS OT
MMEHWN CUCTEMHOrO noJsib3oBaTens argasrv. Ima cepeuca <srvhame> ans Cepeepa AocTyna
Mo yMoSl4aHWUIO COBMagaeT C UMeHeM ucnonHsemoro danna — quik.

I Mpu ycTaHOBKe HAaMMEHOBaHUe cepBUCa 3alaeTCA TOJIbKO CTPOYHbIMU 6yKkBaMMu.

CepBep gocTyna pacnpocTpaHsaeTcs Ass ycTaHOoBKM Ha koMnbtloTepbl ¢ OC Astra Linux B popmaTte
danna sBmpa <install_access_server-xx.xx.xXxX.run>, rge xx.xxX.Xx — Bepcusi npoaykra (pganee run-
dann). C nomowbto run-darina nponsBoamMTcs ycTaHOBKa U 06HOBMIEHME CEPBUCOB B CUCTEME.

Bce ykasaHHble NnapaMeTpbl MOXHO NepeonpeaenmTb COOTBETCTBYOLWMMUM KOYAMM 3anycKka run-
danna. Janee cuntaeMm, 4to BbibpaHbl MapaMeTpbl MO YMONYaHUIO.

HauyanbHble AelCTBUA MO ycTaHoBKe cepBuca (CM. 1 — 5) A0/KHbI MPOM3BOAUTLCA NOJIb30BaTENEM
root. Jna yCTaHOBKW BbIMOMHUTE creaylowme 4eACTBUS:

1. CkonupynTte dann install_access_server-xx.xx.xx.run B AUpPeKTOpUIO, Ha onepaumn B KOTOPOW
y TeKyLllero nosnb3oBaTens ecTb Npasa, HanpuMmep, AoMallHW KaTtanor (/home/<user>
nnu ~/).

2. BbINonHMTE KOMaHAy A06aB/eHMs NpaBa Ha BbIMONHEHWe run-danny:

chmod +x install access_server-xxX.xXX.xXX.run

3. BbInonHMTE KOMaHAy YCTaHOBKMW cepBuca:
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sudo ./install access server-xx.xx.xXx.run -i

[ns BbINOMHEHUS KOMaHAbl MOXET NoTpeboBaTbCA BBECTU NapOJsib TEKYLLEro NOSb30BaTENS.
B npouecce ncnonHeHus run-darna 6yayT BbINOJHEHbI Creayowme 4eNCTBUS:

B cnydae oTCyTCTBMSA CMCTEMHOIO NOMb30BATENSA arqasrv, OH CO3aeTcsl C npaBaMu
No YMOJTYaHUIO U BKJIIOYAETCA B OAHOMMEHHYIO rpynny. B kayecTBe AoMallHeN
ANpeKkTopun emy byaeT yctaHoBeHa avpekTopus /opt/argasrv. OT UMEHM 3TOro
nonb3oBaTtens 6ynert pabotaTb yCTaHaBIMBAEMbIN CEPBUC.

B anpekTopumn /opt/arqasrv/quik co3paeTcsa noaganpekTopus c UMeHeEM quik,
B KOTOpYto 6yayT pacnakoBaHbl hannbl ANCTpnbyTuBa yctaHaBnmuaemoro 0.

Monb3oBaTeNb arqasrv HasHavaeTcs BnajenbueM Bcex Gainos U NoAANPEKTOPUIA
B AMPEKTOPUN CepBUCa.

B cucteme ynpasneHus cnyxbamun systemd perncrtpupyeTtcs cepeBuc ¢ uMeHeM quik u
3anyCcKOM OT MMEHM CMCTEMHOrO NMosb30BaTens argasrv.

B anpekTtopumn /etc/arqasrv cosgaetcsa gann ¢ umeHeMm quik ansa pukcauunm
napamMeTpoB YCTaHOBKW cepBuca.

B AnpekTopun cepeuca reHepupyoTca ceayloline KoMaHaHble dainbl:

«(_start.sh» - 3anyck cepsuca, B TOM 4yucse C kio4amn 3anycka. NpegHasHayveH
AN BbIMOSIHEHMSA NONb30BaTENSAMWN arqasrv 1 root;

«q_stop.sh» - octaHoBKa cepsuca. NpeaHasHa4vYeH AN BbINONHEHUS
nosib3oBaTensaMun arqasrv u root;

«q_status.sh» - BbIBOA MHMOPpMaLMKM O TEKYLLEM COCTOSHUN CepBuUca.
MNpeaHasHayveH 419 BbINOJIHEHWA NOJSb30BaTENAMM argasrv un root;

«uninstall.sh» - yaaneHune cepsuca. NpegHasHayvyeH Ans BbIMOJHEHUS
nonb3oBaTenem root;

«postmigration.sh» — BbINoNHeHWE AOMNONHUTENbHbIX ONepaunii Npyu MUrpauun.
MNpeaHasHayveH 419 BbINO/IHEHWA NOSIb30BaTENAMM argasrv u root.

Mpu ycnewHoW yCTaHOBKe CepBUCA B KOHCOJIb BbIBOAUTCS COO6LyeHMne:
«Installation of service “"quik” has been successfully completed».
B cnyJyae BbiBOAA APYrov AMAarHOCTUKMU, NoXKanyincra, o6parutecb B Cnyxoby

TexHuueckou noaaep>xkku QUIK: quiksupport@argatech.com.

CTpPyKTypa KaTaJIoroB MuMmeeT 3HaueHue. NepemelleHne nim nepemMeHoBaHne
c¢haiinoB cepBMca MOXXET NPpUBECTU K ouMbke B yCTaHOBKe.

4. YcraHoBuTe nakert libjemalloc2 n3 opunumnanbHoro penosmtopmsa Astra Linux. [ns aToro
BbINMOIHNTE B KOHCOJIM KOMaHAY:
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5.

sudo apt install libjemalloc?2

[JaHHas 6ubnnoTteka peanusyeT MexaHu3Mbl paboTbl C onepaTUBHOW NamaTbio, 6onee

noaxoasime Ans cueHapueB paboTbl CepBepa A0CTyrna, YeM BCTPOEHHbIE B CUCTEMY MO
yMOJIYaHMUIO.

Ecnn ynpaBneHune yCTaHOB/IEHHbIM CEPBUCOM NpeArnosiaraeTcs BbiNONHATL MOJSIb30BaTENEM
argasrv, BblnonHUTE cneagywowune AencTBuS:

[nsa npenoTeBpalleHns BHECEHUS MOJb30BaTeNIeM arqasrv U3MeHeHUn B CKpUNTbl
ynpaB/ieHMsl CEPBMCOM, Ha KOTOpble eMy 6yAeT BblAAHO pa3pelleHne BbINoSIHEHUS
OT UMEHMU root, caenaiTe UX HEU3MEHSEMbIMU, BbIMOMHUB ClieayolMe KOMaHabl:

chattr +i /opt/argasrv/quik/quik/qg start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BblgaliTe nonb3oBaTeNto arqasrv npaBa Ha BbINO/IHEHWE CKPUMATOB yrpaB/ieHus
CEepBMCOM OT MMEHU root, BbIMOMHMB cneayolme AeNCTBUS !

BbinonHute KOMaHA4y.

sudo visudo

B oTKpbiBWEMCS Vi-nogobHoM peanakTtope aobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/g_stop.sh

OTa CTpoKa paspellaeT Nonb30BaTeN0 arqasrv BbINOMHATb NEPEYNCTIEHHbIE CKPUMTHI
Ha TeKYyLlEM KOMMbOTEPE OT UMEHMU root.

[JanbHelwmne gencrems MOrYT BbINOJIHATLCA MNOJib30BaTe/IeM argasrv unu root.

CKOMUpYWTE CEKPETHYIO YacCTb KJltoua OCHOBHOro cepBepa (06bluHO 3TO hann secrserv.txk
B nanke ocHoBHoro cepeepa QUIK) B dann secrserv.txk B nanke Cepsepa goctyna
(He06x0AMMO CKOMMPOBATb MOSTHOCTLIO Al MM TEKCT K0UYa TEKCTOBbLIM pegakTopoM).

C nomMouwbto MporpaMmbl a4nsa cosgaHmsa u ynpasneHus knodamm (KeyGen) creHepupymnTe
HOBbI KJIHOY A1 TeXHosorm4yeckoro nonb3osatens Cepsepa gocryna.

3aperncTpmpymnTte TeXHONOrM4Yeckoro nosab3osartensa Cepeepa gocryna B nporpamme QUIK
Administrator:
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BHecuTe nonb3oBaTens B CNpaBoYHUK «llonb3oBatenm»;
Ha Bknagke «Ob6wme npaBa» BkAunTe pnaxok «CepBep AOCTyna»;
MpuceonTe eMy co3a4aHHble K4YM A0CTyna.

MoapobHee cM. PykoBoacTeo no agMuHuctpupoBanmto QUIK Administrator n. 2.3.2.

9. U3 danna secring.txk c HoBbIM KtouoM AgobaBbTe B daiin secrserv.txk cekpeTHyto 4YacTb
K/toda TexHonornyeckoro nonb3osatens Cepsepa aoctyna. Ha Cepeepe gocrtyna B
secrserv.txk gonxHo 6bITb ABe cekunm: «oT CepBepa AOCTyna» M «OT OCHOBHOIO cepBepa.

10.CkonupywnTe pubring.txk HoBoro knto4ya B nanky Cepsepa gocrtyna. Yéeautech, 4to
B pubring.txk ectb 06e cekumn: «oT CepBepa AOCTYMNa» MU «OT OCHOBHOIO cepBepa».

11.MpoBepbTe, UTo B haiine qrypto.cfg Cepeepa AocTyna ykasaHbl Cneayoline napaMeTpsbl:

SECRING=secrserv.txk

PUBRING=quik.dwq

[auth]
look=grypto.cfg,db look
look=qgrypto.cfg, locke look

[db look]
do=_ QXKey

use=libdwgx.so

[locke look]
do=_ QXKeyTX
use=libdwgx.so

locke=pubring.txk

12.CoxpaHuTte nyb6nnyHyto yactb kaoda CepBepa AocTyna An4 nepefaydun kaveHtam (nybnuyHas
4YacTb K/0Ya UCMOSb3YETCA ANA NOAKNUYEHNS KNMeHToB K CepBepy AoCTyna).

13.HacTponTte dann quik.ini Cepsepa gocrtyna:

B cekumm [ctl_module] ykaxuTte nopT ans nogkntodeHus MNporpamMmmbl QMonitor
k CepBepy A0CTyna, HaMMeHOBaHMe KJtoda OCHOBHOMO CepBepa M naposb 3TOro
Ktova. 3HauYeHns «kname» N «password» MOXHO ckonmpoBaTtb M3 danna quik.ini
OCHOBHOIO cepBepa.

[ctl module]
module=libdwwgctl.so
port=15121
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name=broker

password=

B cekumu [usend_module] ykaxute cucteMHoe ums, NnopT 418 NOAKIOYEHMUS
nonb3oBaTenen k Cepsepy A0CTyna, HAMMEHOBaHUE KJ1l0Ya OCHOBHOIO CepBepa

W Napofib 3TOr0 K/toya. 3Ha4YeHUs «name» U «password» MOXHO CKONMpPOBaTb U3
danna quik.ini ocHoBHOro cepsepa.

[usend module]

module=libdwsend. so

sysname=lHpopMalMOHHO-TOpTroBasa cucrteMa QUIK "broker"
name=broker

password=

port=15101

I B none «name>» ykKa3blBaeTCs HAMUMEHOBaHMeE KJ/IloUa OCHOBHOIO cepBepa.

B cekumun [dwell_module] ykaxunte IP-agpec n nopT ans nogknioveHns Cepeepa
AocTyna K ocHoBHOMY cepBepy QUIK, HanmeHoBaHMe 1 Naposib HOBOrO K/to4a Ans
noAK/AYEHNS nosb3oBaTtenei. B napameTpe «auth_name» 3agante HaMMeHOBaHMe
KJ1t04a OCHOBHOIO cepBepa.

[dwell module]
module=libdtwcli.so
address=192.168.1.1
port=15100

auth name=broker
name=pbrokerSD

password=

14.1n5 cepBuca, yCTaHOB/IEHHOr0 N0 YMOJ/IYaHMIO, NpoOn3BeanTE NepBbI 3anycK C KAK4YoM -clean
N3 OAMPEKTOPUM C YCTAHOBJIEHHbLIM CEPBNCOM KOMaHAOMN:

sudo ./q start.sh -clean
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nmbo 13 nbol ANpeKTopmKn, OTIMYHOM OT ANPEKTOPUM CEPBUCA KOMAHAO0MN:

sudo /opt/argasrv/quik/quik/q_start.sh -clean

15.HacTpoiiTe aBTOMATUKY 3anycka WU OCTaHOBKM cepBuca. /1 3TOro UCnosib3yinTe B CKpMNATax
aBTOMaTMKM 3aMnyck KoMaHaHbIX dainos q_start.sh u q_stop.sh, pacnonoxeHHbix
B AMPEKTOPUM YCTAHOBJIEHHOIO CEpPBMICA.

Cepsep gocTtyna Heo6xoaMMO nepesanyckaTb eXeAHEBHO. 3anyCcK AO/KEH NPOU3BOANTLCSA
yepes HeboNbLOoW NMPOMEXYTOK BPEMEHM MOCE 3anycka OCHOBHOro cepeepa (3-5 MUHyYT).
OctaHoBky CepBepa gocTyrna Heo6xXoaMMO NMpomM3BOAUTbL Ha 3-5 MMHYT paHblle OCTAaHOBKMU
OCHOBHOIO cepBepa.

3.2.1 Knrwum 3anycka yCTaHOBOYHOIO run-nakera nop Linux
Run-daiin nogaepxuneaeT cregyowmin Habop Ka4den 3anycka:

-i [<srvhame>]
BbINONHEHWE C 3TUM K/HOYOM AOCTYMHO TO/IbKO MOJib30BaTesto root.

YcTaHOBKa cepBuca C MeHeM <srvhame>. lNapameTp <srvname> Heobsa3aTeneH. MNpn oTCYyTCTBUMU
NCNONb3YyEeTCs MMSA CepBMca MO yMOJIYaHUIO, COOTBETCTBYHOLLEE MMEHWN NCNOSHAEeMOoro gainna
Cepsepa pgoctyna - quik. lNMpn ykaszaHum napameTpa nosb3oBaTesieM, ero 3Ha4YeHmne NpmMBoaANTCS

K HW)KHEMY perucTpy, u cepBuc yCcTaHaBIMBaeTCs C MMEHEM B HMXHEM permcrpe.

YCTaHOBKa ABYX O4HOMMEHHbIX CEPBUCOB He A0MYyCKAeTCs, AaXe B pa3Hble KOPHEBbIE ANPEKTOPUN.
Mpu nonbITKe 3TO caenaTb yCTaHoBKa 6yaeT 3aBepwaTbCs oWMObKOM.

-d <rootdir>

Kntou 3anycka, npMMeHsieMblil TONbKO NMpu YCTaHOBKe cepBuca (B KOMbuHaumu € -i) Ansa ykasaHus
KOpPHEBOW ANPEKTOPUN A1 YCTAaHOBKW CeEpBUCA, OTIMYHOM OT AMPEKTOPMN NO YMOSTYAHUIO
/opt/argasrv. 3To AMpEKTOpUs, B KOTOPOMN CO34aeTCcs noaanpekTopus
<softwaredir>/<srvname>, B KoTOpYlo 6yayT pacnakosaHbl 6UHapHble N KOHOUINYpauUNOHHbIE
dannbl yctaHaBnmeaemoro [MO.

-n <srvusername>

Kntoy 3anycka, MpMMeHSIEMbI TOJILKO NMPU YCTaHOBKe cepBuca (B KoMbMHauum c -i) ans ykasaHus
nosib3oBaTensa <srvusername>, KOTOpPbIA CTaHET BAagenbueM annos cepeuca n 0T UMeHu
KoToporo 6ypet pabotaTb yCcTaHaBinBaeMbin cepsmc. Mg nonb3oBaTesnisd No YMONYaHUIO:
arqasrv.

-u [<srvhame>]
BbinonHEHWE C 3TUM KJIIOYOM AOCTYMHO MOMb30BATENSM argasrv unm root.
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O6HOBNEHME cepBUCa C UMEHEM <srvname>. [NapaMeTp <srvname> Heobsa3aTeneH. Mpu
OTCYTCTBUM UCMONb3YETCH UMSA CepBUCA MO YMOSTYAHUIO, COOTBETCTBYIOLLEE UMEHU UCMONHAEMOrO
danna CepBepa goctyna — quik.

PacnonoxeHne cepBuca U MMs rnonb3oBaTeNns-BnaAenbla cepBepa yka3biBaTb He TpebyeTcs, Tak
KaK OHO COXpaHeHo B /etc/argasrv/<srvname>.

-e
BbinonHeHMe ¢ 3TUM KNHYOM AOCTYMNHO ﬂ}O6OMy NnoJZib30BATESO.

PacnakoBka MosIHOro COAEPXMMOro apXxuBea, Bkto4as KOHMOUIrypaunoHHble ini-gainbl.
PacnakoBka Npou3BOAUTCS B NOAAMPEKTOPUIO C UMEHEM, paBHbIM MMeHU run-darna (6e3
paclMpeHMs .run), KOTopas B Cny4yae OTCYTCTBUSA CO34AETCSA pPSAOM C UCMONHSAEMbIM pannoMm.

-h, -?

BbinonHeHWe ¢ 3TUM K/II0YOM AOCTYNHO NI060My nonb3oBaTento.
BbiBOA KpaTKoi MHdOpMaumm 06 aprymeHTax 3anycka.
MpumMepsbl:

3anyck run-ganna ana yctaHoBKM cepBuca:

sudo ./install access_server-xx.xx.xx.run -i quiksub -d /opt/customdir

3anyck run-danna ans obHoBEHNA cepBuUca:

sudo ./install access server-xx.xx.xx.run -u quiksub

3anyck run-danna ansg pacnakoBKu:

./install access_server-xx.xx.XX.run -e

3.3 Murpauus Cepsepa goctyna ¢ OC Windows Ha
OC Linux

Mpwn murpaumm MO ¢ OC Windows Ha OC Astra Linux HeobxoaMMo yunTbiBaTb cneaytowme
orpaHuyeHus Linux-sepcum no cpaBHeHuto ¢ Windows-Bepcuein:

1. OTcyTcTBYET Noaaepxka Kpuntonposanagepa MP.

2. [ina nepeHoca MO, paboTtatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:
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Bepcus MO, kotopas nepeHocutca ¢ OC Windows, gomkHa 6biTb paBHa Bepcun MO,
kKoTopas bypet yctaHaBnmBaTbcs Ha OC Astra Linux.

MepeHoC A0MKEH OCYLLECTBNATLCA B CTPOro HETOProBOE BPEMS: MOC/IE 3aBEPLLEHUS
TOProB MU OCTAHOBKM CEPBMCA W A0 Ha4yana Topros, nepea nepebiM 3anyckoM cepeuca.

MepeHoc cepBMca BbINOMHSAETCS B ABa 3Tana:

YcTraHoBKka cepBuca Ha OC Astra Linux (nmpou3BognTcs nosib3oBaTenem root);

MepeHoc koHdurypaumm c OC Windows (npomsBoamnTcsa nonb3oBaTtenem root mnm arqasrv).
Onsa nepeHoca MO ¢ OC Windows Ha OC Astra Linux BbINOSHUTE creAyoWwmii Nnopsaok AeACTBUN:
1. CkonupynTte dann install_access_server-xx.xx.xx.run B ANPEKTOPUIO, Ha onepaLmn B KOTOPOW

y TeKyLWlero nonb3oBaTens ecTb NpaBa, HanpMMep, AoMalwHW katanor (/home/<user>
nnu ~/).

2. BbinonHuTe koMaHAy AobaBnieHMs rnpaBa Ha BbINOAHEHME run-danny:

chmod +x install access server-xxX.xXX.XxX.run

3. BbINOAHUTE KOMaHAy YCTaHOBKM cepBUca:

sudo ./install access server-xx.xX.XX.run -i

[Nns BbIMNOMHEHMA KOMaHAbl MOXET NoTpeboBaTbCS BBECTU Maposib TEKYLLEro nosib30BaTesns.
B npouecce ncnonHeHus run-daiina BbINOJHATCA Cleayoline AelCTBUS

B cnyyae oTCcyTCTBMS CUCTEMHOrO NOMb30BaTENS arqasrv, OH Co34aeTcsi C NpaBaMu
No YMOJTYAHMIO U BKJIIOMEH B OAHOMMEHHYIO rpynny. B kauecTBe goMallHen
avpektopun emy byaet ycrtaHosneHa aupektopus /opt/argasrv. OT MUMeHM 3TOro
nonb3oBaTtens 6yaer pabotaTb yCTaHaBNMBAEMbI CEPBUC.

B avpekTopumn /opt/arqasrv/quik cosgaeTtcsa noganpekTopus ¢ umeHem quik,
B KOTOpYto 6yayT pacnakoBaHbl dannbl anctpnbyTtmuBa yctaHasnmaaemoro 0.

Monb3oBaTenb arqasrv Ha3zHa4yaeTcsa Bnagensuem scex dalnnos U NOAANPEKTOPUNA
B ANPEKTOPUN CepBUCca.

B cucteme ynpasneHusa cnyxbamum systemd perncrpupyetcs cepeuc ¢ uMeHem quik
M 3aMyCcKOM OT MMEHU CUCTEMHOrO Nofb30BaTens arqasrv.

B avpekTtopumn /etc/arqasrv cosgaetcsa dann ¢ umeHeM quik ans dukcauunm
napaMeTpoB YCTaHOBKW cepBuca.

B anpekTopun cepeuca reHepupyoTca cneayroline KoMaHaHble dainnbl:

«q_start.sh» — 3anyck cepBuca, B TOM YMC/e C Ko4YaMu 3anycka. NpeaHasHaveH
[ANS BbINOMIHEHUS NMONb30BATENAMU argasrv 1 root;
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4.

«q_stop.sh» - octaHoBKa cepBuca. NpeaHasHa4vYeH AN BbINOSHEHMUS
nonb30BaTeNnsiMU arqasrv u root;

«q_status.sh» - BbiBOA MHdOpMaLUnmM 0 TEKYLLEM COCTOSIHUM CepBuca.
MpeaHasHa4vyeH 414 BbiNOSIHEHNA NOMb30BaTENSAMM arqasrv u root;
«uninstall.sh» - ynaneHne cepsuca. lNpegHa3HayeH ANns BbiNOJHEHUS
nonb3oBaTesieM root;

«postmigration.sh» — BbINoNHEHME AOMONHUTENbHbBIX ONepaunii Npu MMrpaunm.
MpeaHasHa4vyeH 414 BbiNO/IHEHNSA NOSb30BaTENsAMM arqasrv u root.

Mpwu ycnewHoW yCTaHOBKEe CepBUCa B KOHCOJIb BbIBOAUTCS COO6LyeHMne:
«Installation of service “"quik” has been successfully completed>».

B cnyyae BbiBOAA APYroi AMArHOCTUKMK, Noxkanyuncra, o6paTtutecb B Cnyx6y
TexHu4Yeckoi noaaepxku QUIK: .

CprKTypa KaTaJZioroeB nMmeeT 3HavyeHune, nepeMmewieHme nwin nepemMmeHosaHme
MOXKEeT NpUuBecTn K c6oro YCTaHOBKM.

YctaHosuTe nakert libjemalloc2 n3 odbunumanbHoro penosutopus Astra Linux. [nsa sToro
BbIMNO/IHUTE B KOHCOJSIN KOMaHAY !

sudo apt install libjemalloc?2

[JaHHas bnbnnoTteka peanusyeTt MexaHu3Mbl paboTbl C onepaTUBHON NamsaTbio, 6onee
noaxoasime Ans cueHapmes pabotbl CepBepa AOCTyNa, YEM BCTPOEHHbIE B CUCTEMY MO
YMOMUYaHUIO.

Ecnn ynpaBieHne yCtaHOBJIEHHbIM CEPBUCOM Mpeanojiarae€Tcsa BbIiMOJIHATbL NMOJ/Ib30BATENEM
arqgasrv, BblNnoNHUATE cneaywwune nencreus:

[na npegotepalleHna BHeCeHUS Nosib30oBaTesieM arqgasrv W3MEHEHUN B CKpUNTbI
ynpasneHNAa cCEpBUCOM, Ha KOTOpPblE EMY 6yp,eT BblAAHO pa3pelieHne BbIMOJIHEHNA OT
MMeHun root, caenamTe nx HEM3MEHSAEMbIMU, BbINOJIHUB cneayrowime KoMmaHAbl:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BbligariTe nonb3oBaTento argasrv npaBa Ha BbIMNOJIHEHNE CKPUNTOB yMNnpaBieHUs
CEepBUCOM OT MMEHMU root, BbINONHUB cieayluwme ONENCTBUSA:
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BblnonHUTE KOMaHAy:

sudo visudo

B oTkpbiBWEMCS Vi-nogobHoMm peaaktope AobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/qg start.sh,
/opt/argasrv/quik/quik/qg stop.sh

DTa CTpoKa pas3peLlaeT Mnosib30BaTeso arqasrv BbINOMHATbL NEPEUNCSIEHHbIE CKPUMTLI Ha
TEeKyLEM KOMMbIOTEPE OT MMEHMU root.

6. Ckonupymnte n3 gupektopumn Windows-cepsuca B gmpektoputo Linux-cepsuca
/opt/argasrv/quik/<srvname> cnegywouwmne dannbl (Npy nx Hann4mm):

OcHoBHoM dann HacTpoek quik.ini;

O6wunin darn HacTpoek KpuntonpoBanaepos qrypto.cfg;

Opyrue dannbl HacTpoek *.ini ¢ cCOXpaHEHUEM UX PACMNOOXEHNS OTHOCUTENBHO
OVPEKTOPUM YCTaHOBKM CEpPBUCA;

®annbl knodven (*.txk), katanorn ceptndukaToB NpoBanaepos:

Kntoun secrserv.txk, pubring.txk — ansg HacTponkmn kpuntonposarngepa qrypto32;
KaTanor certs — aonga HacTponkn kpuntonposanaepa OpenSSL_pr;
KaTtanor signalcom - ana HacTtponku KpuntornpoBainaepa Signalcom_pr.

7. lpuBeauTe UMEHa CKOMMPOBAHHbIX B NpeablayLleM NyHKTe hainnoB U ANPEKTOPUIA K HUXKHEMY
perncTpy. [Ans sToro BbINOJHUTE B AMpeKTopumn /opt/arqasrv/quik/<srvname> KoMaHAay:

sudo ./postmigration.sh

8. M3MeHMTe HACTpOIKM B NepeHeceHHbIX (annax:

Bce ynoMnHaHusa anHammuyecknx 6mnbnuotek (*.dll) Heobxoanmo npeobpasoBaTtb
B COOTBETCTBYIOLLEE HAMMEHOBaHMeE Ha Linux. [1na 3Toro kK uMeHn Heo6xoaMMo
nobaeutb npedmkc «lib», a paclwmnpeHme 3aMeHNTb Ha *.s0, HanpuMep:

module=dwdata.dll
3aMeHnTe Ha

module=libdwdata.so
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Cnuncok cekumin darna quik.ini, B KOTOpbIX yKa3aHbl HAMMEHOBAHUS AMHAMUUYECKMX
bnbnnotek, KoTopble HeobxoanMo npeobpa3oBaThb:

[data module]
module=dwdata.dll
3aMeHuTe Ha

module=libdwdata.so

[dwell module]
module=dtwcli.dll
3aMeHuTe Ha

module=1libdtwcli.so

[conn module]
module=dwxs.dll
3aMeHNuTe Ha

module=1libdwxs.so

[trans module]
module=dwtrans.dll
3aMeHuTe Ha

module=libdwtrans.so

[auth module]
module=dwgx.dll
3aMEeHUTE Ha

module=1libdwgx.so

[limits module]
module=dwlimits.dll
3aMeHnTe Ha

module=libdwlimits.so

[usend module]
module=dwsend.dll
3aMeHuTe Ha

module=libdwsend.so

[ctl module]
module=dwwgctl.dll
3aMeHrTe Ha

module=libdwwgctl. so
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[msg module]
module=dwgtalk.dll
3aMeHMTe Ha

module=libdwgtalk.so

[archive module]
module=dwarch.dll
3aMeHuTe Ha

module=1libdwarch.so

[banner module]
module=dwbanner.dll
3aMeHuTe Ha

module=1libdwbanner.so

3aMeHUTe HaMMeHOBaHUA AMHaMU4Yecknx bnbnumotek B danne gqrypto.cfg. Cekuyuu,
B KOTOpPbIX YKa3aHbl HAMMEHOBaAHUA ﬂMHaMMHeCKMXI6M6ﬂMOTEKZ

[auth]
look=grypto.cfg,db look
look=grypto.cfg, locke look

[locke look]
use=dwgx.dll
3aMEHUTE Ha

use=libdwgx.so

[db look]
use=dwgx.dll
3aMeHNTe Ha

use=libdwgx.so

B HacTporkax kpuntonposangepos darna qrypto.cfg usmeHnte HanmeHoBaHuUs
ANHaMudeckux 6ubnmotek n pernctp garina HacTpoek, Hanpumep:

[CryptoProviders]

openssl=1l

[openssl]
Module=openssl pr.dll
IniFile=openssl pr.ini
3aMeHMTe Ha

[openssl]
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Module=libopenssl pr.so

IniFile=openssl pr.ini

Bce ynoMuHaHua nyTel K dainnam n katasoraMm Heob6xoaAnMMo NpMBECTU K BMAY,
NpuHATOMY B (haiinoBon cucteme Linux — obpaTHblie cnewwn («\») Heobxoanmo
3aMeHUTb Ha npsaMble («/»), Hanpumep:

crypto_provider ini file=.\openssl pr.ini
3aMeHMTe Ha

crypto provider ini file=./openssl pr.ini

MNMepeyeHb HacTpoek quik.ini, KOTOpble coaepXaT NyTn K dannam uian AMpeKTopusamM
C NpuMepaMm 3HaAYEHUI:

[ctl module]
ip address file=ip.cfg

rest users file=restu.cfg

[usend module]

suspect data file=stats/suspect.txt

[key management]

key info file=key info.ini

[dwell module]

proxy file settings=quik.ini

[areas]

frontend=areas/frontend
msg_priv=areas/msg priv
public=areas/public
company=areas/company
private=areas/private
unrestricted=areas/unrestricted
hasharchives=hasharchives

hasharchivesttp=hasharchivesttp
[archive module]

minutes dir=minutes

ttp dir=ttp

[auth module]
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settings file=qrypto.cfg

MepeyeHb HacTpoek qrypto.cfg, KoTopble cogepxaT NyTn K dainam uin gUpeKTopmnam
C NpuMepaMm 3HaAYEHUN:

[auth]
mail settings file=qrypto.cfg

arw_log=stats/arw.log

[locke look]
locke=pubring.txk

OTpenakTupyinTe nyTb K danny 6aHHepa, ecnm OH HacTpoeH. danom KoHdbUrypaumnm
6aHHepa cunTaeTcsa NepBbin HangeHHbIn CepBepoM gocTtyna *.ini-galn B Anpekropuun
/areas/banners. Hanpumep:

[url set]

image=./banner.bmp

CeTeBble ANCKN O0BbIYHO MOHTUPYIOTCS K JIOKasibHbIM KaTasioraM, No3ToMy Heo6xoaMMo
YTOYHUTbL Y CETEBbIX aAMUHUCTPATOPOB TOYKY MOHTUPOBAHUS M MpoONMcaTb NyTb K HEN,
Hanpumep:

[areas]
Archives=\\minutes\gminreplicator\archive\
3aMeHuTE Ha

[areas]

Archives=/mnt/gminreplicator/archive

9. HacTpoliTe aBTOMaTUKY 3anycka U OCTaHOBKW cepBuca. s 3TOro UCnonb3ymnTe B CKpUNTax
aBTOMaTUKM 3anycK KoMaHaHbIX ¢dannos g_start.sh n g_stop.sh, pacnonoxeHHbIX
B AMPEKTOPUN YCTaHOBNEHHOIO CepBUca.

CepBep goctyna Heo6xoaMMO nepesanyckaTb eXXeAHEBHO. 3anyCcK AO/KEH NPON3BOANTBLCS
yepes HeboNbLOW NMPOMEXYTOK BPEMEHM MOCE 3anycka OCHOBHOro cepeepa (3-5 MUHyT).
OcTtaHoBky CepBepa oocTyrna Heo6xoaAnMMO NPoM3BOANTL Ha 3-5 MUHYT paHblle OCTAaHOBKMU
OCHOBHOrO cepBepa.
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3.3.1 HacTpoika NnpoKcu AJis NOAKJ/IKDUYEHMA NoJsib3oBaTenen

CepBep nogaep>xunsaeT npotokos HAProxy Bepcun 1 npm o6paboTke nosib30BaTeNbCKMX
noaka4eHuni. NMpu HaCcTpomke NpoKcm HeobxoaMMO yKasaTb NOPT CeEpBeEpa, KOTOPbIA NponMcaH
B cekummn [usend_module].

3.4 YaaneHue cepBuca

Yapanenume Ha Windows
Ons ynaneHus cepBuca BbINMOSTHUTE Cneayolmne NencTBUS:

1. OctaHoBute cnyxby Cepsepa Joctyna. Caenatb 3TO MOXHO yepe3 npuioxeHue «Cnyxbbi»,
OTKpbITOE OT UMEHN agMMHUCTpaTopa, NMbo Bknaaky «Cnyxbbl» gncneryepa 3agad, Takxe
3anyLweHHOro OT MMeHn agMMHUCTpaTopa.

2. BbinonHuTe yaaneHue cnyx6bl Cepeepa [locTyna nyTeM BbIMOSHEHMUS KOMaHAbl B KOHCOMN,
3anyLWweHHOoM OT MMEeHWN aAMUHUCTpaTopa:

quik.exe -remove

3. BbinonHuTe ynaneHue katanora Cepsepa JdocTtyna.

YpaneHue Ha Linux

YpaneHue cepBuca NpomMsBoOANTCS NMofib3oBaTenem root BbI30OBOM ckpunTa uninstall.sh, koTopbin
Haxo4MTCs B KaTasiore COOTBETCTBYIOLLEro cepBuca.

[anee npuBeneH NopsaaoK AEWCTBMIA NPU yaaNeHUn cepBuca C UMEHEM Mo yMondaHuio — quik.

Ons yaaneHusi cepBuca BbIMOJIHUTE Cleayloline AencTBus:

1. OctaHosuTte cnyx6by Cepsepa nocTyna n3 AMPEKTOPUN C YCTAHOBNEHHbIM CEPBMCOM KOMaHAOM:

sudo ./g stop.sh

nnbo n3 nwbon AMpeKTopmumn, OTAIMYHON OT AUPEKTOPUM CepBMUCA, 3aMyCKOM KOMaHAbl:

sudo /opt/argasrv/quik/quik/q_stop.sh
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2. Ecnu ynpaBfieHWe yCTaHOB/IEHHbIM CEPBMCOM BbIMNOJIHAIOCH MOSb30BaTENIEM arqasry,
BbIMOJIHUTE CleayoWme AeNCTBUS:

OTMeHuUTe y nonb3oBaTesid arqasrv npasa Ha BbIMNOJIHEHME CKPUMNTOB yrnpaB/ieHns
CEepBUCOM OT MMEHM root, BbIMNOJIHMB Cleayruwme OENCTBUSA:

BblnonHUTE KOMaHAy:

sudo visudo

B oTKpbIBLIEMCS Vi-NOAOGHOM peflakTope yaauTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/qg stop.sh

CHMMUTE NPU3HAK HEM3MEHAEMOCTU CO CKPUMTOB YrpaB/ieHUs CeEpBUCOM, BbIMOJIHUB
crneaylouime KoMaHabl:

chattr -i /opt/argasrv/quik/quik/qg_ start.sh
chattr -i /opt/argasrv/quik/quik/q_stop.sh

3. B aupekTopum yctaHoBNeHHOro cepsuca /opt/arqasrv/quik/quik 3anyctmte KoMaHaHbIM dann

uninstall.sh komaHaon:

sudo ./uninstall.sh

nnbo n3 nwbon ANpeKTopmumn, OTAINYHON OT AUPEKTOPUM CepBMUCaA KOMAHAOMN:

sudo /opt/argasrv/quik/quik/uninstall.sh

[nsa BbINONHEHUSA KOMaHAblI MOXET I'IOTpe6OBaTbCFI BBECTW NMNApPOJib TEKYLWENO NOJib30BaTENA.
B pe3ynbTaTe BbIMOJIHEHNA KOMaHAbl BbINO/MHAKTCA cneayrowmne nencreus:
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_ Ypansetcs permctpaums cepsuca C MMeHeM quik B cucteMe ynpaBneHus ciyxbamm
systemd.

_ Ypansetcsa dann /etc/arqasrv/quik, B KoTopoM 6biM 3adpUKCMpOBaHbl NapaMeTpbl
YCT@HOBJIEHHOI0 CepBMCa.

_ [OwupekTopus, B KOTOPOM yCTaHOBNEH cepBuc /opt/arqasrv/quik/quik,
nepenmeHoBbiBaeTcsa B /opt/arqasrv/quik/quik.backup_ YYYY.MM.DD_hh.mm.ss.
MNepenMeHoBaHMe, a He yaanieHne ANPEKTOPUM NMPON3BOAUTCS Ha Cllyyald, ecnu
notpebytoTcs AaHHble U3 Hee. ECin Takol NOoTpebHOCTM HET, yaanuTe 3Ty AUMPEKTOPULO
BPYYHYIHO.

Mpuv ycnewHoOM yaasieHUn cepBuca B KOHCOJ1b BbIBOAUTCA coobuieHune:
«Removing of service “quik” has been successfully completed».

B cnyuyae BbiBOAA APYrov AMAarHOCTUKMU, Noxkanyincra, o6parurecb B Cnyxxby
TexHu4Yeckoi noaaepxku QUIK:

4. Ucnonb3oBaHue nposavaepa
wudposaHna OpenSSL

4.1 Nony4yeHune cepTudmkara

Ona nonyyeHus wab6sioHoB paiinioB HACTpPoOEK NoakKNUYeHUs yepes OpenSSL
o6paTuTechb B TeXHMYECKYH noaaep)xky QUIK.

Mepea BbiNnoNHeHMeM HacTpoek CepBepa AoCTyna AN NOAKIYEHUS K HEMY MoJfib3oBaTenen
C NOMOLLbIO SIOFMHA M Naponas HeobxoamMo nonyuunTb ceptudukat 6esonacHoctn. CeptudukaT
n Kntod BblgatoTca Cnyxbor BezonacHOCTU.

Mpouecc n3roToBsieHns ceptTudmKaTa COCTOUT U3 ClIeAYHOLWNX STanos:

1. leHepauusa knwova.

2. leHepaumsa 3anpoca Ha cepTudukar.

3. OTnpaBka 3anpoca YAO0CTOBepSLWEMY LLEHTPY U noaydeHne ceptudukara.

B 3aBMCMMOCTM OT BbI6paHHOr0 YA0CTOBEPSAIOLIErO LIEHTPA NPOLLECC MOXET MEHATLCS, HO
B CBOWCTBaxX MoJly4aeMoro cepTudmkaTta Bceraa A0/KHO COZIEPXKATbCA 3HAYEHMNE Mo
«YnyuJleHHbI Knou» — «MpoBepKa NOA/IMHHOCTM cepBepa» (Bkiaaka «CocTaB»):
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wh Ceptudmkar
Obuwe COCTEE  MyTb cepTrdmKkalm

Mokasate: | <Boex e

Mone SHaueHue

Tun cySwexTa=LC, orpaHide. ..
[1INonuTiKa cepTudmkaTa:i. ..
I MpoBepKa NoANMHHOCTH CEpB. ..
Gl Mcnonszosarme kntova MoanucsiBaHue CepTHdUKATO. ..
Tmn cepTudmkaTta Netscape  LIC 55L, L|C SMIME (08)

Tol-w:m PECMpOCTPaHEHis cn... [1]Touka pacnpeasneHia ...
DOTI‘IEHETDK d559a586669b03f46230a133f...

OCHDBHbIE OrPEHMYEHMS
I'Ionmmm CepTUdMKATS
YHILEHHBIR KoY

MpoBepka NoAnMHHOCTH cepsepa (1.3.6.1.5.5.7.3.1)
MpoBepKa NoAMMHHOCTH KnenTa (1.3.6.1.5.5.7.3.2)

CEOICTES. ..

KonuposaTts B dain. ..

4.2 NMoarotoBka cepTtudukarTa

Mocne nonyyeHuns ceptudmkaTa n Ka4Ya, OTKPOUTE U U3BJIEKUTE 3aKpbITbi (*.key) n oTKpbITbIN
(*.cer unn *.crt) knouun. Ecnu dannsl MMEOT paclumpeHune *.pem, nepeMMeHymTe: kawod B *.key,

a ceptudukar B *.cer unm *.crt.

1. OtkpownTe ana npocmoTtpa dann ceptndunkaTa. B oTkpbiBLIEMCS Ananore ceptndukaTa

nepenanTe Ha Bknaaky «lMyTb cepTudmKaummn» n HaxxMmTe KHOMNKy «lMpocMoTp cepTudunkaTa»
Ha KaxaoM cepTudunkarte (NMPOMEXYyTOUYHbIX cepTUdMKaATOB MOXET bbiTb ABa u/unu 6onee),

yTo6bI OTO6pPa3uNack BCA LENoYKa.

Cambln nocneaHuin ceptudukaT B LenNoYKe — KOPHEBOW, ANA HEro kKHonka «lMpocMoTp

ceptudmkaTa» HegoCTyMnHa.

»  Ceprudukar »  CepTudukar ¥ | g Ceptudukar X
Ofwme Coctas [MyTb CBRTMOMKALIM Obume Coctas MMyTb CERTHAMKELIA Obuwe CocTas [MYTo CERTHGMKALIM
MyTe cepTidmkam MyTe cepTrdicalyn MyTe cepTudmxamm
5] CryptoPro GOST Root CA B3] CryptoPro GOST Root CA B3] CryptoPro GOST Root CA
BES] CryptoPro TLS CA| L[] CryptoPra TLS CA
=[] Test dient
< > € >
MpocHaTp CepTHdMKETE MpocMoTp cepTudmkaTa TpocHoTp CepTHdMKETE
CoCToAHME CepTHdMKaTa: COCTORHME CEPTUDMKATA! CocToAHME CepTUdMKaTa:
3TOT cepTUdMKAT AeHCTEUTENEH, STOT CepTUPHUKAT ASHCTBUTENEH. STOT CEpTUDMKAT AEACTEMTENEH,
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2. Mepengnte Ha BkNagky «CoctaB» M HaXXMUTe Ha KHonky «KonuposaTtb B dan...».

3. CoxpaHuTe Kaxabll OTKPbITbIN paHee cepTudunKaT B oTAesNbHbIA darn, Boibpas popmaT
«®annbl X.509 (.CER) B koanpoBke Base-64»:

& b5 MacTep 3kcnopTa cepTHdUKaTos

‘@opmat IKcnopTupyemoro daiina
CepTUhMKATEI MOryT BEITE SKCNOPTUPOBEHE! B PEsNMUHEIX QOpMaTaxX,

BrifiepuTe hopMaT, KOTOPLIA Bbl XOTHTE WCNONL30BATh!

() waiinel X.509 (.CER) B koauposke DER

(O CTanpapT Cryptographic Message Syntax - cepTudmkaTsl PKCS #7 (.p7h)

UMHDMMTE MO BO3M T BCE CEPTHMMKSTEI B NYTb CEPTMPMKALMI

PekoMeHAyeTCs UCNONb30BaTh C/IEAYIOLLY CXEMY HAUMEHOBAHUSA CEPTUdMKATOB, YTO6bI
MUHUMU3NPOBATb OLLINOKMN:

root.cer - KopHeBOM cepTuduKaTt (KOpHEBON cepTUdUKAT YAOCTOBEPSIOWErO LeHTpa).
mid.cer - cepTudunkaTt NPoOMEXYTOYHOrO YAOCTOBEPSAIOLLErO LEHTPa.

end.cer — KoHeuHbI cepTudunkaTt (Hanpmmep, NONb30BaTENbCKNUN).

4. TlomecTtuTe aninbl root.cer u mid.cer B oTAeNbHbIN KaTanor «Server\certs\CA».
5. lMepemectute dann end.cer B agmpektoputo «Server\certs\» n nepemmenHymte B store.pem.

Caenaiite KONMUIO roTOBOM AMPEKTOPUM certs ANna aanbHeWwWero NpMMeHeHusa npu
HacTpoiike Pa6bouero mecta QUIK wan web2QUIK. Konuro Heo6xoaummo caenaTtb
nepepa BbIMOJIHEHMEM CNeayoLlero wara.

6. B TeKCTOBOM peaakTope OTKpoWnTe ANs YTeHus dann ceKpeTHOro kw4da *.key n ckonumpymnTte
B 6ydep ero cogepxmnmoe.

7. B TekCTOBOM pepakTope OTKpoMTe ANs uYTeHusi/3anncu gaiin store.pem, pacnosioXeHHbIN
B ampektopumn «Server\certs\CA». BctaBbTe u3 6ydepa cekumio CeKpeTHOro Katuya
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B C/leAYIOLEM NopsiaKe: CBEpXY CEKUMUS cepTMdMKaTa, @ CEKUMS CEKPETHOIMO K/toya nog
cekumen ceptudukara.

1. HegonyctumMo namMmeHeHue nopsaaKa pacrojiodXeHUsl CeKUUM.

2. HeponyctuMo Hanunume AONOJIHUTEJIbHbIX CAMBOJIOB UM np06enOB

A0 ceKuMn, Mmexkay ceKkumsamMmm m nocne CeKLMn.

4.3 Hacrtpouka cepsepa QUIK

4.3.1 Hacrtpoiika Ha Windows

1. W3 apxuBa, NOAy4YeHHOro nocne obpaleHns B TexHUYeckyto noaaepxky QUIK, nepemectute
dann server\openssl_pr.ini B KopHeByto gupektoputo cepsepa QUIK. PegaktnposaTtb dann He
TpebyeTtcs.

2. B aupekTopuu c cepsepoM QUIK pasmectute katanor certs, B nanky «certs\CA» nomecTtute
dannbl root.cer u mid.cer, B nanky «certs\» nomectute dann end.cer n nepenMeHynTe ero
B store.pem.

3. OTkpoinite anga pegaktmpoBaHua dann qrypto.cfg n B cekumio [CryptoProviders] nob6asbTe
CTPOKY:

openssl=1

4. Hwuxe pobaBbTe CekLUIO:
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[openssl]
Module=openssl pr.dll

IniFile=openssl pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1l

[placebo]
Module=Placebo Pr.dll

IniFile=

[openssl]
Module=openssl pr.dll

IniFile=openssl pr.ini

5. OTkponTte anda peaaktnposaHusa dann quik.ini n B cekumio [usend_module] nobaBbTe CTpoOKYy:

crypto provider ini file openssl=openssl pr.ini

Mpumep:

[usend module]
module=dwsend.dll
name=quiktest
password=gwe
port=15100

crypto provider ini file openssl=openssl pr.ini

6. OTkpoiiTe anga pegakTnpoBaHusa dann openssl_pr.ini, KOTOpbIN AONMXEH HAXOAUTLCS B Manke c
cepeepoM QUIK n gobaBbTe cneayroLwme HaCTPONKMU:

[General]
CertStoreFile=certs\store.pem

ServerCertificateKey=
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7. B Hactporike ServerCertificateKey ykaxxute naposb K kato4y cepsepa. MNaposb MOXeT bbITb
3awundpoBaH. Ans wndpoBaHna B Hayase Napossa ykasbiBaeTcsa cmmBon «$». Ecnm daiin
K/toua cepBepa (B store.pem) He MMeET Napons, TO HAaCTPOMKa MOXET UMETb fitoboe 3HauyeHune,
B TOM 4YuCsie M NycCToe.

8. [obasbTe B dain openssl_pr.ini cnegyowyo HaCTPOKKY:

[TLS Connection Settings]

ServerHandShakeScheme=12

3HaueHne ServerHandShakeScheme=12 obecneunBaeT BKIOUYEHNE PEXMMA BOCCTAaHOBNEHNS
naposns n ayTeHTMdUKaunm no NoruHy 1M nNapoJsio, ecin BOCCTAHOB/IEHME HE HYXHO, TO
yKaxuTe 3HauyeHune ServerHandShakeScheme=4.

4.3.2 Hacrtpoiika Ha Linux

1. W3 apxuBa, Noay4YeHHOro nocne obpalweHns B TexHMYeckyto noaaepxky QUIK, nepemectute
dann server/openssl_pr.ini B KopHeByto gupektoputo cepesepa QUIK. PegaktnposaTtb dann He
TpebyeTtcs.

2. B aupekTopuu c cepsepoM QUIK pasmectute kaTanor certs, B nanky «certs/ca» nomecrure
dannbl root.cer 1 mid.cer, B nanky «certs/» nomectute dann end.cer n nepenMeHynTe ero
B store.pem.

3. OTkpoiniTe anga pegaktmpoBaHusa dann qrypto.cfg n B cekumio [CryptoProviders] nob6asbTe
CTPOKY:

openssl=1

4. Hwuxe pobaBbTe CeKLUIO:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1l
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[placebo]
Module=libplacebo pr.so

IniFile=

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

5. Otkpoinite ansa pegaktnpoBaHusa dann quik.ini n B cekymio [usend_module] nobaBbTe CTpoOKYy:

crypto provider ini file=openssl pr.ini

Mpumep:

[usend module]
module=libdwsend.so
name=quiktest
password=gwe
port=15100

crypto provider ini file=openssl pr.ini

6. OTkponTe Ansa penakTupoBaHmsa dann openssl_pr.ini, KOTOpbIN AO/MKEH HaXO0AMUTbLCA B Nanke ¢
cepBepoM QUIK n gobaBbTe cregyowme HaCTPONKN:

[General]
CertStoreFile=certs/store.pem

ServerCertificateKey=

7. B HacTpolike ServerCertificateKey ykaxute naposb K kito4vy cepBepa. Naposb MOXET 6bITb
3awndpoBaH. Ans wndpoBaHUs B Hayaae Nnapons ykasbiBaeTca cmmBon «$». Ecnu dann
Kntoya cepBepa (B store.pem) He MMEET Napons, TO HAaCTPOMKa MOXET UMETb Ntoboe 3HayeHune,
B TOM 4Yncie 1 Nycroe.

8. [obasbTe B pain openssl_pr.ini cneayoLwyo HaCTPOMKY:

[TLS Connection Settings]
ServerHandShakeScheme=12
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3HauveHne ServerHandShakeScheme=12 obecneunBaeT BKIKOYEHNE peXMMa BOCCTAHOB/IEHUS
naposs U ayTeHTMMhUKaALUNM MO NIOTUHY M NapoJsIo, €C/I BOCCTAHOB/IEHME HE HYXHO, TO
yKaxuTe 3Ha4yeHune ServerHandShakeScheme=4.

4.4 HacTtpoika cepBepa gocrtyna

4.4.1 Hactpoika Ha Windows

1. U3 apxuBa, Noay4YeHHOro nocne obpauleHns B TexHMUeckyto noaaepxky QUIK, nepemectute
dann server\openssl_pr.ini B KopHeBYy0 anpekToputo cepeepa QUIK. PepgaktnpoBaTh daiin He
TpebyeTtcs.

2. B aupekTtopuu c CepBepoM AOCTyna pa3MecTuTe katanor certs, B nanky «certs\CA» nomecturte
dannbl root.cer u mid.cer, B nanky «certs\» nomectute dann end.cer n nepenMeHymnTe ero
B store.pem.

3. OtkponTe ans pepaktnpoBaHusa dann qrypto.cfg n B cekumto [CryptoProviders] nobasbTte

CTPOKY:

openssl=1

4. Hwuxe pobaBbTe CEKLUIO:

[openssl]
Module=openssl pr.dll

IniFile=openssl pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1l

[placebo]
Module=Placebo Pr.dll

IniFile=

[openssl]

Module=openssl pr.dll
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IniFile=openssl pr.ini

5. OTkponte ansa peaaktupoBaHus dann quik.ini n B cekymio [usend_module] nobaBbTe CTpOKY:

crypto provider ini file=openssl pr.ini

Mpumep:

[usend module]
module=dwsend.dll
name=quiktest
password=gqwe
port=15100

crypto provider ini file=openssl pr.ini

4.4.2 Hacrtpoika Ha Linux

1. W3 apxuBa, NOAy4YeHHOro nocne obpaleHns B TexHUYeckyto noaaepxky QUIK, nepemectute
dann server/openssl_pr.ini B KopHeByto anpekToputo cepsepa QUIK. PegaktnpoBaTtb dain He
TpebyeTcs.

2. B aupekTopumn ¢ CepBepoOM A0OCTyNa pa3MecTuTe kaTtanor certs, B nanky «certs/ca» nomecrurte
dannel root.cer u mid.cer, B nanky «certs/» nomectute ann end.cer n nepenMeHymnTe ero
B store.pem.

3. OTkpoinite anga pegaktmpoBaHusa dann qrypto.cfg n B cekumio [CryptoProviders] nob6asbTe
CTPOKY:

openssl=1

4. Hwxe pobaBbTe cekuuUIo:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

Mpumep:
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[CryptoProviders]
Placebo=1

openssl=1l

[placebo]
Module=libplacebo pr.so

IniFile=

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

5. OtkponTte ansa pegaktnpoBaHusa dann quik.ini n B cekymio [usend_module] nobaBbTe CTpoKYy:

crypto provider ini file=openssl pr.ini

Mpumep:

[usend module]
module=libdwsend.so
name=quiktest
password=gwe
port=15100

crypto provider ini file=openssl pr.ini

4.5 HacTtpounka Pa6bouero mecra QUIK ans
noaknrovyeHnsa no OpenSSL

B nanke Pabouero mecta QUIK HeobxoamnMo co3aaTth nanky «certs», BHYTpU Nanku «certs» nanky
«CA» 1 noMecTuTb B Hee dalnbl cepTndurkaToB KopHeBOro (root.cer) 1 NpoMexXyTouyHOro
YpocTtoBepstowero ueHtpa (mid.cer), nogpobHee cM B .

B nanky Pabouero mecta QUIK ckonupynte Front\OpenSSL_pr_client.ini n3 apxmea, nony4eHHOro
npu obpalleHnn B TexHmndeckyo noaaepxky QUIK.

MNepekntounTte Pabouee mecto QUIK Ha OpenSSL, ncnonb3ysa oamH M3 cneayowmx cnocobos:
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1. BpyuHyio:

B daiine qcrypto.ini no6aBbTe / U3MEHUTE HeAOCTaoLINE CTPOKM NO NpUMEpPY:

[CryptoProviders]
OpenSSL Provider=1

[CryptoProvidersSettings]
CipherCryptoProvider=0OpenSSL Provider

[OpenSSL Provider]
Module=.\openssl pr.dll
IniFile=.\OpenSSL pr client.ini

B danne OpenSSL_pr_client.ini cekunmn [TLS Connection Settings] nposepbTe
Hanunune HacTponkun «CheckPeerCertificate»:

[TLS Connection Settings]
UsedHandShakeScheme=4

CheckPeerCertificate=1

2. Yepes Pabouee mecto QUIK:

B okHe «HacTpolikn knmeHTckoro mecta» (Cucrema / Hactpoitkn / OCHOBHbIe
HaCTPOMKM...) Bbibepute BkNaaky «lundposaHue» (Mporpamma / WndpoBaHue)

M HaXXMUTE Ha KHOMKY «WndpoeaTb c nomowbio CK3U>».

B oTkpbiBLIEMCS OKHe «KpuNTO-NpoBaiaepbl» HaXMUTE Ha KHOMKY «[106aBUTb HOBbIN»
W 3anonHUTe napaMeTpbl B OKHe «[lobaBneHne KpunTo-nposangepa» criefyowmnm
obpaszom:

«Ha3BaHue» — OpenSSL_Provider;

«Onncanmne» — OpenSSL_Provider;

«®ann ncnonHaemoro moayna» — D:\QUIK\Front\openssl_pr.dll;

«®ann HacTpoek kpunTto-npoBanaepa» — D:\QUIK\Front\OpenSSL_pr_client.ini.

HaxMnTte Ha KHonKy «[1o6aBuUTb>».

B okHe «KpunTo-npoBanaepbi» Bbibepnte cTtpoky ¢ OpenSSL B none «Cnucok
YCTaHOB/IEHHbIX KPMNTO-NPOBAaNAEepOB» U HAXMUTE Ha KHOMKY «BbibpaTb».

B okHe <<HaCTpOl7IKVI KJTMEHTCKOIro MeCTta>» Ha BKNnagke <<LL|Md)pOBaHVIe>> HaXMUTe

Ha KHOMKY | «HacTpoWiky Mo yMonyaHuio». B OTKpbIBLIEMCS OKHE B nose

«AyTeHTUdUKaLUMS» BbibepuTe «N0 UMEHU M NAPONO» U HaxXMUTe «OK»,
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4.6 Hactpoika nogknroueHnmnna Web2QUIK no OpenSSL

Ona HacTponku noakntodeHmns Moagyns web2QUIK k cepsepy, n HTTPS-nogkntodeHnss MobunbHbIX
npunoxennii kK Moaynio web2QUIK BbINONHUTE CcneayloLline AenCcTBUS:

1. W3 apxuBa, nosyyeHHOro nocne obpaweHna B TexHmdeckyo nogaepxky QUIK, nepemectute
dann web2QUIK\ OpenSSL_pr_client.ini B kopHeBol gupektopun web2QUIK. PegaktupoBaTb
dann He TpebyeTcs.

2. B aupektopun ¢ web2QUIK pasmecTtute kaTanor certs.

3. B nanky «certs\CA» nomecTtute ceptmdunkatbl HOBOro Yaoctosepstowero ueHtpa (KOpHEBOro
N NPOMEXYTOUHbIX — BCKO LLenoyky). HavnMmeHoBaHMe cepTudmkaTa AO/KHO ObITb paBHO
3Ha4veHuto B subject_hash, a pacwmpeHne - «0», npumep:

645912cb.0

Subject_hash MOXXHO NMOMy4YnUTb CAaMOCTOSITENBHO, BbIMOJHMB KOMaHAy (Ha KOMMNblOTEPE AOXKEH
6bITb Openssl.exe):

openssl.exe x509 -in org.crt -noout -subject hash

Ans nonyyeHns nHpopmaumm o subject_hash, noxxanyiicra, o6paTtutech B
Cny»x6y TexHunueckoi nopaep>xkm QUIK:

4. OTKponTe gns peaakTupoBanus dann web2quik.ini:

B cekumu [General] nobaBbTe CTpoOKY:

openssl=1l

B cekummn [General] ykaxxute nyTb U Ha3zBaHue Jo panna knwya n ceptmdukara.
Mpumep:
[General]

openssl=1

cert file=brokerru.crt
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private key file=brokerru.key

1. Ans noaknioueHuna Moayna web2QUIK k cepBepy MO)>XHO MCNOJIb30BaTb OAHY
napy knatou/ceptucdpukar, UTo U Ass NOAKIIHUYEHUA MOBGUNIbHbIX NMPUTOXKEHUN
Kk Moaynro web2QUIK (HTTPS-noakntouyeHue).

2. MNMpwn Heo6XxO0A4MMOCTM NCNOJIb30OBaTb ABE pa3Hblie napbl K4/ cepTtudpukar
BTOpas napa (noaxknruyeHne web2QUIK k cepBepy) MoxxeT 6biTb BbiNyLleHa
BHYTPEeHHeMn cnyx6oi 6e3onacHocTu. [lna 3TOro noakatouyeHus ceptudukarbl
MOryT 6bITb «CcamMonoAnUcaHHbiIMU>» (BbiNyLWEeHHbIMU HE BCEMUPHO
NpU3HaHHbIM YAOCTOBEPAIOWMM LLEHTPOM).

5. PekomeHayeTcsi npokoHTponmMpoBaTb Hanmume HacTpoliku CheckPeerCertificate=1 B cekuumn
[General] danna web2quik.ini. Ecnn HacTpolika He 3afaHa, Banmaauus ceptudukaTa cepeepa
QUIK no ceptudumnkaTy YAOCTOBEPSAOLWErO LEHTPA HE MPOM3BOAUTCS.

Mpumep:

[General]

CheckPeerCertificate=1

4.7 OQo6aBneHue ueno4vyku ceptucpukaros YL B https-
ceptudukatr web2QUIK

Ons HekoTopblx Bepcuit OC Android TpebyeTca Hanuume Bcen Lenodku ceptudmrkatos. Nopsaagok
CO34aHNSA KOPPEKTHOro cepTudukaTa AN Takux crydyaes, cneayowmn:

1. W3 dainos root.cer, mid.cer u end.cer, CKOMUPOBAHHbIX B M. , dann end.cer — KOHEYHbIN
cepTuduKaT, BblAaHHbIN, HaNnpuMep, ons pecypca test.webquik.ru.

2. OtkpoiTe dann end.cer ana pegakTUpoBaHMS B TEKCTOBOM peAaKTOpPe M NOC/e ero CeKLmn
pobasbTe cekuunto U3 darna mid.cer, a nocne Hee — cekUmio root.cer.

3. CoxpaHuTe usMeHeHus un nepemectute dann B anpektopuio web2QUIK. NepenmeHynTe, ecnu
TpebyeTtcs.

Mpumep cepTudmkaTa C Lenovykon ceptTudmkaToB YA40CTOBEPAOLWErO LeHTpa:
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MopaaokK pacnosioXXeHua cepTuduKaToB AO/DKEH 6biTb CriefyoLWnA:

1. Ceptudrmkar 6e3onacHoOCTH, BbiAaHHbIW HA AOMEHHOE UMSI KOMNaHUN.
2. CeptudukaT NPOMEKYTOUHOro YAOCTOBEpPSAIOLWero HeHTpa.

3. CeptudunkaT KOPHEBOro YAOCTOBEPSAIOLEro LeHTpa.

4.8 3aMeHa ucrekwero ceprudpumkara

Heobxoammo cneauTb 3a CPOKOM AENCTBUS cepTudmKaTa M BbiNyCKaTb HOBbIN cepTudunkaTt
He no3gHee 4yeM 3a 2 Hefgenu A0 OKOHYaHUS Cpoka AEWCTBMSA TeKyllero ceptudukaTta.

Mocne nony4vyeHmns HoOBOro ceptudmkaTa M CEKPETHOrO Kir4da, HeobxoanMo NOBTOPHO BbINOJHUTL
HacTpoliky cepTudukatoB ana Cepsepa gocTtyna.

Ecnun HoBbIN cepTUdUKAT BbINYLLEH HOBbIM YAOCTOBEPSAOLWMM LEHTPOM, HEO6X0AMMO MPUHSTH
Mepbl No 3ab1aroBpeMeHHOMY pacnpoCTPaHEHUIO HOBbIX CePTUDUNKATOB YA0CTOBEPSIOLLEro LLeHTpa
Ha TepMUHabI NONb30BaTENEN.

PacnpocTtpaHeHune cepTudumnkaToB YA0CTOBepsOLWEro LueHTpa Ha TepmunHanbl QUIK npegnonaraercs
BMecTe C nakeTom obHoBNEeHUs, pacnonoxeHHOM Ha cepeepe QUIK nnun Cepsepe goctyna,
noaToMy panbl peKOMeHAYETCS pa3MecTUTb 3apaHee B nanke
Areas\Frontend\x64\Release\certs\CA\ Ha cepBepe QUIK mnnn Cepsepe gocryna, 4tobsbl
TEepPMUHasbl yCrenun rnpuHaTb HOoBble cepTuduKaTbl Noka paboTaeT cTapbll cepTuduKkar.
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5. NMpuno>xxeHue

5.1 HacTtponka noak/ioueHUs yepes npokKkcu-cepsep

Ona HacTpoiku noakntoyeHmns Cepeepa goctyna k cepsepy QUIK yepe3 npokcun-cepsep
BbINONHUTE cneaylwme AenCTBUS:

1. B danne quik.ini B cekumm [dwell_module] gobasbTe cneaytowme napaMmeTphbl:

use proxy=1
proxy file settings=quik.ini

proxy section settings=proxy

roe.

use_proxy — BK/KOUYEHNE/OTK/IIOYEHME peXMMa NOAKIKYEHNS Yepe3 NpoKCcuM-cepeep.
Bo3MOXHble 3Ha4YeHUS:

«0» — OTKNIOYEHA];
«1» — BKNOYEHA.

proxy_file_settings — nmsa daiina c HacTporikamm npokcu-cepeepa (MO YMOJYAHUIO:
quik.ini);

proxy_section_settings — M5 cekuuMKn C HaCTpoOMKamMu ANns NpoKcu-cepeepa B anne,
yKasaHHOM B napamMeTpe proxy_file_settings.

2. B dann, ykazaHHbIn B napameTpe proxy_file_settings, no6aBbTe cekUNo C 3arolOBKOM,
yKa3aHHbIM B NapameTpe proxy_section_settings. Ecnmn napameTpbl npnMepa Ha nNpeablayLlem
ware He 6blM U3MEHEHbI, TO 3TO AO/MKHA 6bITb cekumsa [proxy] danna quik.ini. B cekumn
YKaXxuTe cnegyowme napameTpbl:

proxy protocol=l
proxy server ip address=192.168.37.171
proxy port=15320

roe:

proxy_protocol — NpoToOKOA, UCMOJSIb3YEMbIN ANSl COeAUHEHUS. BO3MOXHbIE 3HAUEHUS:

«1» — SSL 6e3 ayTeHTUdUKaUnm;

«2» — SOCKS5 6e3 ayTeHTUdUMKaLUNK;

«3» — SOCK5 ¢ ncnonbszoBaHneM MMeHU nonb3osBaTens / napons;
«4» - SSL € MCNonb3oBaHWEM UMEHU Nnofb3oeBaTtens / napons.

proxy_server_ip_address — IP-agpec npokcu-cepsepa.

proxy_port — nopT NpoKcu-cepeBepa.
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3. Ons HpOTOKOﬂOBCoeﬂMHeHMﬂ,TDGGYDUMO(HaﬂMHMﬂ.ﬂOFMHab4HapOﬂﬂ,ﬂOHOHHMTeCGKHMD

HaCTpPOMKaMMU:

Proxy user name=user

proxy user password=password

roe:

proxy_user_name — nms (JIOrMH) CoOeauHEHUS;

proxy_user_password — naposib COeuHEeHUs.
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